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1 Overview

This document provides a full comprehensive guide for gopAML Web. It is divided into 4
main chapters. The first chapter explains the administration side of the application and
is tailored for IT staff responsible for configurations. The second chapter is tailored for
Reporting Entity and Stakeholder users dealing with compliance. The last two chapters
are to be used as a reference guide and troubleshooting common scenarios.

1.1. Features

Module Feature Attributes ‘

Registration Reporting Entity Initial User, Group email, Reporting User,
Delegation, change requests, Approval
Stakeholder Workflow

Supervisory Body

Individual User

User Administration | Users New users, approvals, new entities,
approvals, entity user hierarchy, change
requests, roles, delegations, supervisory
bodies, user details, disabling/enabling
status, passwords

Roles

Permissions

Change Requests

Reporting Web Reports Zip archives, attachments, file size limits,
report workflow, rejections, drafts,
preview, auto-populated fields, reporting

XML Uploads persons, reusable objects, generated
numbers, dropdowns
B2B Uploads
Validator
Statistics Reports Statistics Exporting and browser support, grouping,

sorting, date filter, big data treatment,
graphs, pivot summary charts

Transaction Statistics

Entity Statistics




—® goAML Web Application User Manual

User Statistics

Registration Statistics

Message Board Notifications Message attributes, cleanup, archiving,
size limits, attachments
Messages
Announcements

2 Managing Users and Entities

The security model of the web application uses roles and permissions to determine what
pages the current logged in user is able to see, what data they can see and what actions
they can perform. See the Appendix for a full list of permissions and descriptions.

2.1 Active Users Grid

The Active Users Grid shows all the user registrations that have been through the
registration workflow and approved by the FIA ([Activated])

As in the image below, the grid also shows users that are in status Deactivated. This is
not the same as either Recalled or Rejected. For a user to be deactivated, the
registration should first be finalized bringing the user to an activated state. That means
that a deactivated user was at some point able to log in.

Active Users © Refresh
Drag a column header and drop it here to group by that column
User Name Org ID Org Name First Name Last Name Last Updated On User Status Created On
My ™ < T T T T month/... B - moanth/... B
MyDelegatingBankL 206 MyDelegatingBank James Smith 11/11/2020 Active 11112020 e
MyNewBankUscr 205 MyNewBank MyMewBankUser MyNewBanklser 12/2272021 Active 1M/11/2020 e 0o
MyNewBank 205 My NewBank MyMewBank My MNewBank 12222021 Active 11/11/2020 e o
Tommy 173 Tom Tom Jemy 9r22/2020 Active 97 22/2020 e @
myuser & 100 myuser_ t h 1152019 Active 11715729 Z®2C
myuser_4 67 Bank 8 aaa 111472019 Active 11/14/2019 e @

Depending on the permissions of the user, several actions can be performed on each
user.
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Active User Action

Icon

Description

New Change
Request

This opens a new dialog to allow the update and
submission of a user’s details. The change request
must be finalized for the update to be persisted.

The new form opens in a new browser window that
may be prevented by pop-up blockers. Ensure that
pop ups are allowed for the goAML application.

Preview

This opens a new form to view a user’s details.
This will be the most recently approved change
request for that user.

The new form opens in a new browser window that
may be prevented by pop-up blockers. Ensure that
pop ups are allowed for the goAML application.

Disable / Enable

N

This deactivates or activates a user to prevent or
allow them to log in and use the gopAMLWeb
application.

If an account is deactivated, an error is shown
when the user tries to log in.

» Your account has been disabled. Please contact your administrator to activate your account.
User Name: test_first_admin_user

Password:

Log In Forgot Passward?

Reset Password

Q

This will reset the password for the current user.
This creates a new random password and emails it
to the user. For details on passwords, see the
Passwords section

2.1.1 Create a new Delegating Organization

1. Select the button

-

in the Active Organizations grid to create a new

delegating organistion (or if you are logged in as FIA you can create a new

Supervisory Body delegating Organization by pressing the button

O
)

2. It will open a form to allow the submission of a new entity request that, if

finalized, will create a new Entity that is delegating to the current logged in Entity.
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Note: The advantage of this is that is it not necessary to create another reporting
admin. This also means that the newly created Entity does not and will not contain
any users.

2.1.2 Supervisory Body Business Type Mapping

Supervisory Body Business Type Mapping
1. Select the button in the Active

Organizations grid
2. It opens the supervisory body business type-mapping grid.

Supervisory Body Business Type Mapping x

Drag a column header and drop it here to group by that column

agency type REorSH T Org Name
v v v
UNKNOWN Reporting Entity Financial Intelligence Unit Edit =
Accountant Reporting Entity | Watch Everyone Edit
BANK Reporting Entity ed_sup_2 Edit
Postal Office Reporting Entity ed sup_1 Edit
Customs Reporting Entity | Watch Everyone Edit

Securities Commission
Casino

Credit Unions

Foreign Exchange Dealer

Non Life Insurance Company

Reporting Entity
Reporting Entity
Reporting Entity
Reporting Entity

Reporting Entity

Financial Intelligence Unit
QAT SB

adtest_sup

Central Bank of Kenya

SUPBODYQAT

Edit

Edit

Edit

Edit

Edit

4 4 1 2 » M 20 ¥  items per page 1- 20 of 24 items

3. This allows to select which organization will be the supervisory body for each
agency type (agency type refers to the types of both Reporting Entities and Stake
Holders)

4. The default supervisory body is the FIA this means that if there are no changes to
the default mappings, the ‘supervisory body’ will be the FIA in the workflow and
so once the FIA approves the change request it will be finalized.

S. To change a mapping for a row, select the edit icon on the left-hand side, then
select the organization that you want to be the supervisory body for that agency

type

6. Select the save icon (or cancel to return without making any changes)
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3 Registrations and Change Requests

3.1 Submitting a New Registration

3.1.1Selecting Registration Type

The button to access the registration selection screen is located under the
customizable content of column one on the home page.

Column One customisable content

Register

Please note that in order to get access to the
system, you first need to register as a reporting
entity under "Register as an Organisation”. Once
the registration process has been succesfully
campleted, you can log in with the credentials
you have previously defined.

This content can be customised under the Site
Content area "Responsive Home Page Column

Contact

For more information on goAML please contact
the Request Processing Unit at rpu@uneodc.org
or phone (+43-1) 26060-4661

This content can be customised under the Site
Content area “Responsive Home Page Column
Two™

Email

goPortfolio

goPortfolio is a set of software products
developed to help Member States strengthen
their capacity to fight organised crime.

This content can be customised under the Site
Content area "Responsive Home Page Column
Three"

One”

NRF 1

Selecting this button will open the Registration Selection page shown below

Register an Organisation

Supervisory Body Stakeholder

Register a new supervisory body. 'lhgisaera new stakehalder.

Register a User

User (Reporting Entity)

Register ac a user of an existing organication.

NRF 2

There are 5 cards that will open a registration form for the corresponding
registration form.
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3.1.2 Filling out a Registration Form

After selecting a registration type a form similar to the images below will be shown.

For an Organization registration there will be 4 tabs in the navigator on the left.
Organization, Administrator, Attachments and Preview and Submit

For a User registration there will be 3 tabs in the navigator on the left. User,
Attachments and Preview and Submit

1. Organisation Organisa‘[ion

2. Administrator

3. Attachments [ ' |

I 4. Preview and Submit e

Canpot submiz until the fom s complete

4 Phones
NRF 3 - Organization Registration
. User User
2. Attachments:
e i 3y i i q
3. Preview and Submit |
ot submit il the form is complete First Mame is required! Last Narne s required) Email is required
| Cancel ! 2
Birth Date is req PersonReg 55N ] Al patic
M/ yyyy = 4
1D Mumiber Passpe i !
+  Addresses* ~ #1
e B8 required
Zip * Country
SWITZERLAND b
4+ Phones* v #1
Contact Type is required! Comm, Type ks required! Country Prefix is required! Number is required

NRF 4 — User Registration

Before the Preview and Submit tab is activated each tab above it must be completed
and they can be completed in any order. Mandatory fields are marked with and asterisk
and highlighted when they are empty. Tooltips also provide further information for the
field.

The fields and the collections (Addresses and Phones) are displayed in the same manner
as in the web report. Please follow this link to the section below for more details.
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1. Organisation Organisation
2. Administrator
= Organization Business Type * harne = acranym
3. Attachments BANK ~  MyBank MB1
I e v and Sabt * Email s financial Suwift/Bic
Ly MyBank@goaml.com
Sebifericn At i ncorp, Num Commercial Hame incorporation Legal Form
Incorp. City Incorp. State incorp. Country
NRF 5

Once all the sections are complete the Preview and Submit tab is available.

1. Organisation Administrator
2. Administrator

* Lisar Marme * Password * Confirm Password Tithe
3. Attachments €3 Myadmin sissesaans

John Smith Admin@goaml.com .

= = Birth Date Personfieg SSN Mationality Oceupation
| Caricel
1W/7/2020 ) “
NRF 6

3.1.3 Preview and Submit a Registration

When the Preview and Submit tab is available, selecting it shows a preview of all the
data provided for the registration and opens the CAPTCHA box in the tab ready to

submit the form.

1. Organisation New Registration
2. Administrator
Attachments
3. Attachments £} Tt - Copy (2)xt ©.12kb
. test] - Copy (3hixt 0.1 2k
4. Preview and Submit tast1 « Copy (41txt 0.12kk
st - Copytxt 0.1 2k
st 0.1k
L=
Entes the cods Al i the Box below Organisation
BANK Bl MyBark
2y o MyBanki@gaarl.com

| Administrator
b MyAdemin

John % Nar Smith

Admin@goaml.com

72020

NRF 7

Once the data is reviewed and the user is ready to submit. The CAPTCHA code needs to
be entered that corresponds to the image above it. The select Submit New Organization

(or Submit New User)
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The registration will be submitted, and the user will see a confirmation screen similar to
the image below. The user should take not of the registration number provided as this
can be used to reference the change request if they need to contact the FIA.

Registration info has been submitted

Please wait for notification of acceptance/rejection by email. Your request has been given the following reference number:

RE_RP001431-11 NOV 2020

NRF 8

If there are any errors, a notification will be displayed so that the user can change the
data and submit again.

Py

. . test1 - Capy (3).txt 012kb
4. Preview and Submit tast] - Copy (4).txt 0.12k6
Tt - Copyat 012kb

testd e 0.12kb

=
Enter the code above in the box below. organisaticﬂ
&) Organization name in use. Please choose another name 5
MyBank@goaml.com

Submit New Organisation

NRF 9

A Registration is a New Entity/Person Change Request and will appear in the Org
Request Management or the User Request Management grid as appropriate.

Organization change Requests “ Pending my actions In progress < Refresh
Prag a cclumn header and drop it here to group by that column
Change Request Ref. Type Request Status Org Name Org ID Reg. Number agency type User Name Created On +
Y v v il = 4 T v T m &
RE_RP002521-14 FEB 2022 New Entity Waiting for Supervisory Bedy to Verify MyBankABC12: BANK 2/14/2022 @
RE_RP002520-14 FEB 2022  New Entity Waiting for Supenvisory Bedy to Verify  MyBankABC BANK 2/14/2022 @
RE_RP002519-11 FEB 2022  Existing Entity I Activated adtest_sup 1341 RE_REG1341-07 FEB 2022 Supervisory ... adtu_sup 2/11/2022 + @
25 BDNN>519.11 £ER 303> suicting Entity B_actiustes acdtact cin 1241 RE DF[E1341.07 EFR 2020 Sunaruican adbi ain 2/11/2022 + @
NRF 10

3.2 Mobile Registration

When the goAML Web app is viewed on mobile devices, or when the browser width is less
than 768 pixels, the mobile registration view is shown which optimizes the registration
forms for mobile devices. The layout shows either 2 or 1 columns of fields depending on
the size of the display.
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1. Reporting Entity 1. Reporting Entity
* Organization Business Type is required: * Nams is required
g | | v
acromm * Email is required! * WName iz required!
SwittyBic acromym
Ois financial
Incorp. INum Commercial Name * Emall is required!
Incorporation Legal Form Incos|
o O is financisl
Incorp. State Inconp. Country YR
v
Navre af hlding company Contact Person Incoep. Num
Commercial Name
e ommercial Nam
Incorporation Legal Form
+ Addresses ¥
Incosp. City
+ Phones
Incorp. State
Incorp. Couritry
-
Narre of holding company
This section must be complete before you can continue This section must be complete before you can continue
=

The mobile view is different in that the navigator is fixed at the bottom of the screen, and
each section must be filled out before the user can navigate to the next section. Once the
section is valid the Next button will be available. The user can also move Back to the
previous section or Cancel which will show a dialog to confirm the cancellation before
returning to the Registration Selection screen.

1. Reporting Entity 2. Administrator 2. Administrator
* Organization Business Type * User Name i requred * User Name
BANK - [ ] MyBankOneAdmin
* Name * Passwoed Is required * Passaord
MyBankone [ \
* Email Title Title
MyBankOne@MyBankOne.com
First Name First Name
Ll is financial
o Last Marme Last Name:
Incorp. Num oepiredt Ve
J MyBankOneAdmin@mybankone.com
Commercial Name pr
Gander Gender
Incorpoeation Legal Form Birth Date Birth Dater
Y M/dlyyyy [e] M/dryyyy e
Incorp. City L= —
Personfeg SSN
WO Sty Naticanality Hationality
= v
Occupation Occupation
Name of holding company —
This section must be complate before you can continue

After the final section has been completed the Confirm Data and Submit screen is
shown where the user enters the CAPTCHA code as normal and submits. The
confirmation screen is then shown with the reference number as per the desktop
registration.
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AR DE DE EM (EN ES PT P = AR DE DE EN EN ES PT PT

Confirm Data and Submit

Registration info

TRN_VZ_19005-0-0_1.xml 0.41kb

——— has been submitted

Il.;ltll( S

op Pl Please wait for natification of acceptance/rejection by

X email. Your request has been given the following
reference number:;

T RE_RP001929-15 SEP 2022

Enter the code above in the box below.

Lance]

3.3 Change Requests

3.3.1Submitting New Change Requests

Most change requests are initiated by a user to update the details for their account or
their Reporting Entity. These change request via the menu My GoAML > My User
Details and My GoAML > My Org Details

3.3.1.1 My User Details

If the user has the permission View My User Details but NOT Person Change Request
submit change then they will see a read only view of their details when My User Details
is selected. An example of this view is shown below:
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Request: RE_RP001432-11 NOV 2020
Request Type: New User
Request Status: Activated
User
QOrganization ID 205 User Name MyNewBank
Title First Name MyNewBank
Last Name MyNewBank Email MyNewBank@geaml.com
Gender Birth Date 11/5/2020
PersonReg 55N Mationality
Occupation ID Number
Passport Number Passport Country
Addresses
Type Business Address MyAddress
Town City MyCity
= " e ARIR

NRF 11

If the user has the permission View My User Details AND Person Change Request
submit change then they will see an editable form of their details when My User
Details is selected.

My User Details

I User o )
Organization ID * User Name Title
I Attachments
* First Name * Last Name * Email
I MyNewBank MyNewBank MyNewBank@goaml.com
Gender * Birth Date PersonReg 55N
v 11/5/2020
MNationality Occupation 1D Number
A d
Passport Number Passport Country

+  Addresses*

v #1
H * Type * Address Town * City
Riisiness w MyAddre MuCitw
NRF 12

This form can be updated, and the request submitted via the Submit Request button.

After submission the change request is shown along with any available actions that the
user can do on this change request. An example is given below. While this change
request is pending, this is what the user will see when they navigate to My User Details
until the request is finalised (i.e. either recalled, rejected or approved)
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Comments
Request: RE_RP001433-11 NOV 2020
. Existing User
Actions: Waiting for RE Admin to Verify
User

Organization 1D 205 User Name: MyNewBank
pprove

Last Name MyNewBank Email MyNewBank@goaml.com
ParsonReg SSN Nationality
Occupation 1D Number 1234567
Change Reguest History Passport Number Passport Country
Addresses
Type Business Address MyAddress
Town City MyCityChange
]
Zip Country SWITZERLAND
State Comments
NRF 13

3.3.1.2 My Organization Details

If the user has the permission View My Org Details but NOT Entity Change Request
submit change then they will see a read only view of the Organization details when My
Org Details is selected. An example of this view is shown below:

Request: RE_RP001432-11 NOV 2020
Request Type: MNew Entity
Request Status Activated
Organisation
Organization Business Type BANK Name MyNewBank
acronym MyNewBank email MyNewBank@goaml.com
is financia Swift/Bic
Incorp. Num Commercial Name
Incorporation Legal Form Incorp. City
Incorp. State Incorp. Country
Name of holding company Contact Person
URL
Administrator
User Name MyNewBank Title
First Name MyNewBank Last Name MyNewBanlk
Email MyNewBank@goaml.com Gender
Birth Date 11/8/2020 DersonRen SSh)

NRF 14

If the user has the permission View My Org Details AND Entity Change Request
submit change then they will see an editable form of their Reporting Entity details when
My Org Details is selected. The Reporting Entity details in the form in My Org Details
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are for the users Reporting Entity that they are registered with, regardless of which
entity they may be logged in as if there are Reporting Entities delegating.

My Org Details

I Organisation

Organization ID * Organization Business Type * Name
Delegate BANK v MyNewBank
*# acronym * Email is financial
I FGEEIES S MyNewBankChange MyNewBank@goaml.com o

) Swift/Bic Incarp. Num Commercial Name
Submit Request
123456789

Incorporation Legal Form Incorp. City Incorp. State
H Incorp. Country Name of holding company Caontact Person
URL
4+ Addresses

4 Phones

NRF 15

This form can be updated, and the request submitted via the Submit Request button.

After submission, the change request is shown along with any available actions that the
user can do on this change request. An example is given below. While this change
request is pending, this is what the user will see when they navigate to My Org Details
until the request is finalized (i.e. either recalled, rejected or approved)

Comments
Request: RE_RP001434-11 NOV 2020
& Existing Entity
Actions: Waiting for Supervisory Body to Verify

Change Request History

Attachments

Organisation

Organization Business Type BANK Name MyNewBank

acronym MyNewBankChange Email MyNewBank@goaml.com
R

is financial

Incorp, Num 123456789

Incorporation Legal Form

Incarp. State Incorp. Country

Name of holding company Contact Person

URL

NRF 16

3.3.2Users
Change requests can be raised for other users from the Active Users grid by selecting

the (£ button in the right-hand side of the grid for that user.
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Active Users 2 Refresh
Drag a cobumn header and drop it here to group by that column
User Name Org D Org Name First Name Last Name Last Updated On User Status Created On ¢
T v Y ¥ T T monthiday/. 3 *  monthiday.. B
MyDelegatingBankUser 206 MyDelegatingBank James Semith 11112020 Activa 11/11/2020 Fe@o
MyMewBankUser 205 ByNirwBank: My Jagt By e st 1272272021 Active 11112020 FedC
MyMewBank 205 MyNewiank MyhewBank MiyMewBlank 127222021 Active 11/11/2020 r 8 T+

NRF 17

Selecting the (¢’ button will cause a new dialog to open containing the form for the
change request as shown below.

User: MyNewBankUser

I User

Organization 1D * User Name Title
I Attachments
* First Name * Last Name * Email
I Submit Request MyNewBankUser MyNewBankUser MyNewBankUser@goaml.com
Gender * Birth Date PersonReg SSN
v 11/6/2020
Mationality Occupation ID Mumber
~
Passport Number Passport Country
2334232 AUSTRALIA hd
+  Addresses v #1
* Type * Address Town * City
Operational v HighStreet 232332
Zip * Country State
SWITZERLAND v
Comments
NRF 18

It is not possible to submit a change request for a user who currently has a pending
change request. If this is the case the new window will open containing the pending
change request and any actions that are available, for example:
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n
)
|
3
] (3
2
(%]

Request: RE_RP001437-11 NOV 2020
4
Request Type: Existing User
Actions: Request Status: Waiting for RE Admin to Verify
Attachments
User
Organization 1D 205 User Name MyNewBankUser
pprove
Last Mame MyMNewBankUser Email MyNewBankUser@goaml.com
PersonReg SSN Nationality
Occupation |D Mumber
Change Request History Passport Numnber 2334232232 Passport Country AUSTRALIA
2334232
Addresses
Type Operational Address HighStreet
Town City 232332
Zip Caountry SWITZERLAND
State Comments
NRF 19

3.3.3 Organizations

Change Requests for other Organizations can be raised from the Active Organizations
page. In order to do this at the top of the page there is a drop down called Change
Selected Delegating Organization that contains the list of Organizations that are
delegating to the reporting entity of the logged in user.

Active Organizations Change Selected Delagating Organization + + B = Refresh
Drag a column header and drop it here to group by that column
Org ID Org Name is delegating Reg. Number agency type Org Status Created On
sy ~ O T - *  monthiday. 3
206 MyDelegatingBank 206 BANK Active /112020 @
205 MyMNewBank BANK Active 11/11/2020 L]

Change Selected Delagating Organization ¥ + H < Refrg
MyDelegatingBank (206) 7
pe Org Status Created On +

NRF 20

Selecting a Reporting Entity from this list and then clicking (¢ will open the change
request form for that Organization.
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3.4 Managing Change Requests
3.4.1Change Request Preview

The user can also preview all change requests in a print-friendly view by clicking on the
2 putton for any row in either of the change requests grids. When logged in as
Reporting Entity, the Change Request history will mask any FIA users and replace with
the user “FIA” as in the example below:

Request: RE_RP001452-11 NOV 2020

Request Type: Existing User
Request Status: Waiting for FIU to Verify

Change Request History

Date User State From State To Comments
11/11/2020  FIU Not Exists Waiting for RE Admin to Verify Final approval
11/11/2020  FIU Waiting for RE Admin to Verify Waiting for RE Admin to Approve
11/11/2020  FIU Waiting for RE Admin to Approve Waiting for Supervisory Body to Verify
11/11/2020  FIU Waiting for Supervisory Body to Verify ~ Waiting for FIU to Verify

NRF 21

3.4.2Change Request Workflows

The state transition diagrams show the possible flows of a change request from being
created to being Activated, Recalled or Rejected

Each transition represents an Action button that can appear in the Change Request. The
permissions a user has determines what Actions the user sees at each state in the
workflow. The table below gives some examples:

Change Request Current State Action Required Permission
New User Registration | Waiting for RE Admin to Verify | Approve | RE Admin Approve new Person Change Request
Change Existing Waiting for Supervisory Body Finalise | Sup Body Finalise change Person Change
User to Approve Request
New Entity Waiting for Supervisory Body Finalise | Sup Body Finalise new Entity Change Request
Registration to Approve
Change Existing Waiting for FIA to Approve Reject FIA Reject change Entity Change Request
Entity

Table 1 - Change Request Workflow permission examples
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3.4.2.1 User Change Request Workflow

SN

Register New User

Waiting for
Supervisory
Body to Verify

Waiting for FIU
to Verify

Waiting for RE
Admin to Verify

A4

ppro’ >

Change Existing User

NS

Approve Approve Verify

Waiting for
Admin to Finalise Supervisory
Approve Body to Approvg

Waiting for FIU

to Approve

Finalise Finalise

Finalise Approve

Activated ppro




Rejected

Reject

Recall

Recalled

Register New Organisation

Change Existing Organisation

Waiting for
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Supervisory
Body to Verify

Verify

Finalise

Waiting for
Supervisory
Body to
Approve

Approve

Finalise

Waiting for FIU
to Verify

Activated

Approve

Waiting for FIU
to Approve
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4 Log in and Selecting or Changing RE for a session

From the home page the user selects the Log in button

@ goAML ,
Anti-Money Laundering System %\

Register Contact
Please note that in order to get access to the For more information on goAML please contact
system, you first need to register as a reporting the Project team at goamlhelpdesk@fia.go.ug or

entity / accountable person under "Register as an phone (+256) 417-892600
Organization”. Once the registration process has

been successfully completed, you can log in with

the credentials you have previously defined.

This brings up the login dialog where the user enters their credentials and the presses
login.

Please sign in with your username and password. If
you do not have a username and password you have
to register before logging in.

User Name

Password

LOGIN > >

If Two Factor Authentication is enabled then the use will then be required to enter their
second factor authentication.
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If there are delegating entities to this users Organization, they will be shown a Reporting
Entity selection screen before they login to determine which reporting entity will be used
for this session.

Select a reporting entity for this session.

Edward's Casinol $ “

| Edward's Casinol

Bank23232

Edward's Bank
| edco-del-RE

When the user is logged in, if there are other reporting entities delegating to this user, it
is possible to switch between them without having to log out

EN ~ Edward's Casino1 &

Selecting the Switch Organization icon in the image above will show the Switch
Organization selection dialog shown below. From here the user can change the
reporting entity that is being used for this session.
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Change the Reporting Entity for this Session

You are currently reporting as:

Edward's Casino1

S New Web Report Forms

5.1 Creating a Web Report

Manual web reports can be created by opening the menu item New Reports > Web
Reports from the main menu.

Before a report can be created, the report type must be selected as different report
types have different fields and layouts. In particular each report type is either a
Transactions Report or and Activity Report. Select the required report type, for
example STR as shown in the image below and then select Create Report.

The report type can be changed after a report is created, see ‘Switching Report Types’
below.

New Report

Please select a report type and click Create Report to continue

Figure 1
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Manual web reports can also be created by uploading partial or full XML reports that
are in the same structure as determined by the goAML schema. The report type
must exist in the XML so that the correct templates can be loaded for the manual
report.

Dragging the XML to the Create new report from XML box or clicking Select files...
to open the file selector will load the XML report into a new web report and assign it a
new web report ID. The web report can now be edited, saved to draft and submitted
as a normal web report.

Create new report from XML

Select files... drop files here to upload

If the XML that is uploaded is either invalid or from a previous schema and has data in
deprecated elements there will be there will be a dialog informing the user that the XML
should be corrected upgraded.

The uploaded XML is incomplete or invalid.

The following deprecated elements have been automatically migrated to
the latest standard: submission_date, email, employer_address_id,
employer_phone_id, identification - Please check the imported data
carefully and consider upgrading your transaction templates.

cvc-maxlength-valid: Value "3434b" with length = '5" is not facet-valid
with respect to maxLength ‘4’ for type
‘#FAnonType_tph_country_prefixt_phone’,

cvc-type.3.1.3: The value '3434b" of element 'tph_country_prefix’ is not
valid.

Cancel Continue

There will be a best effort to migrate the data in the deprecated elements to the new
schema elements. The transformation that is applied is from the XLST that can be found
in Appendix I
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5.3 Report Main Page
5.3.1 Report Main Page Tab

The Web Report Form is split into two main areas. On the left is the Navigation panel
that allows the user to jump to different areas of the report and to see which areas are
still missing or have invalid information. The image below is an example of how the
navigation panel is shown for a new Transactions web report.

I 19011-0-0 o) e

Attachments

I Indicators

I ¥ Transactions

Figure 2

The Report Tab in the Navigation Panel is selected by default and is the Report Main
Page. In this tab is the report ID and the actions that can be associated with a report.

The Red bar on the left of a tab indicates that the data for that tab is incomplete or
invalid. Also, for the Report tab, the bar is also red if ANY of the other sections below are
red. All of the red bars must be green for the report to be submitted. Tabs without a red
or green bar are optional.

I 19011-0-0 )

NRF 22

Figure 3

Once the whole report is complete and valid the bar on the left of the Report tab will
appear green as shown below.
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CTR|19011-0-0 O = @

Figure 4

The actions on the Report Tab are

0

Undo Delete

This is only shown after a Delete operation. When clicked the
deleted object will be restored.

Save

Saves the report. This can be done at any time and allows the user
to reload the report in its current state to be completed later.

1D,

Print Preview

This opens the report in a new tab in a print ready format. If there
are changes made in the report form since the report was last saved
the button will be disabled. Once the report is saved it will be
enabled again. This is because the preview shows the report that
was last saved, so that there is no discrepancy between what is
shown in the form and what is shown in the preview.

Submit

Once the form is complete and valid the bars on the right of each
tab will appear green and the submit button will be enabled.

Clicking the submit button will show the dialogue below

Submit Report X

Once the form is submitted it will be locked for editing, do
you want to proceed?

Once the form is submitted it will not be possible to edit or re-
submit the report. Selecting yes will submit the report and return
the user to the report type selection screen, The report will now be
available in Submitted Reports grid.

5.3.2 Switching Report Types
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When a report is being edited, if the incorrect Report Type was used when the report was
created either by creating a new Web Report or uploading and XML, the report type can
be changed in the Web Report Editor. Hovering the cursor over the Report Type in the
Report Main Page Tab shows the current report type translation.

Change Report Type

CTR - ENG

Clicking this button opens the Change Report Type dialog box

Change Report Type X

(CTR) CTR - ENG

The current report can only be changed to one of the following types that has the same Activity and Bi-Party
restrictions. The report may not be valid after the change. Some data maybe hidden.

- UNKNOWN
123 Test report 123
BCR Cross Border Report
CRYPT Crypto Report
CTR CTR - ENG

CTRK CTR for RFC Kenya
EDR Electronic Data Report
EFT Electronic/Express Funds Transfer(EFT)
IFT International Funds Transfer

This dialog lists all of the report types that the current report can be changed to. This is
a list of report types with same restrictions for Activity and Bi-Party Transactions as the
current report. For example, a Multi-Party Report cannot be changed to a report type
that is Bi-Party only.

Selecting a change button for one of the listed report types will reload the report page
with the new report type).

5.3.2.1 Hidden fields when Switching Report Types

The image below shows an example when a Report of type CTR that contains data in the
reason and action fields is switched to a report type EDR where the fields for reason
and action are hidden for this report type.
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The form recognises that there is hidden data and shows a warning. This data will be
submitted with the report, even though the fields are hidden for this report type the data
is still valid for the goAML schema. There is the option to delete the data for these fields
by clicked on the '® icon. It is not possible to edit the data, to do this the report must be
changed back to a report type where these fields are not hidden.

EDR | 19011-0-0 2@ - Electronic Data Report

Indicators e 4 .
Loeal Currency Code: ZAR Reparting Entity: Financial intelligence Unit Ently ID: 1 Report ID: 19011-0-0

* Transactions

There exists data for fields in this object that are hidden for this report type. These fields can be deleted otherwise they will be submitted with the report. To edit these
fields you will need to change the report type to one where these fields are not hidden.

| & | &

Reparting Entity Reference * Report Date FIl! Reterence
9/13/2022 m

+ Location

+ Additional Information

5.3.3Report Main Page Form

The Report Main page shows the Report Headers, the Reporting Person and the
Location sections of the Report. The report type is displayed at the top and
underneath the Local Currency Code as determined by the site wide setting, the
Reporting Entity and Reporting Entity ID are for the RE that the user is logged in
as and the Report ID for the current report.
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Reporting Entity Branch Reporting Entity Reference

Previously Rejected Report Ref Number

Reason

Action

Location

House Mumber Apartment Number

*Type * Address
Business v Street 1

Zip * Country
90880968 AUSTRIA

Comments

+ Geo Location

+ Additional Information

CTR - ENG

Local Currency Code: ZAR Reporting Entity: Financial Intelligence Unit

* Report Date
9/20/2022

Add. Addrass 1

Town
Town
State
hd State

Entity ID: 1

Report ID: 19058-0-0

FIU Reference

Add. Address 2

= City
City

Vienna

5.4 Attachments

5.4.1Attachments Tab

Selecting the attachments tab will show the attachments upload form. The total
number of attachments uploaded to the report is shown in a badge next to the

Attachments header.

Figure 5

Attachments §)

5.4.2 Attachments Form

The attachments form displays a list of the attachments that have been uploaded

for the report. Each attachment can be deleted by clicking the . button and

new attachments can be uploaded by clicking the -] button in the top right of
the form. When adding an attachment, a Category, Identification and Description

can be added.

Figure 6
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Attachment X
Category
AttachCat2 v

Identification

Ident2

Description

Person 1 driving license

&
Select files... drop files here to upload
@ Identification.png %
8.75 KB

Clear Upload files

Attachments

File Name Category Identification Description File Size

P 1 dri

Identification.png AttachCat2 Ident2 ersen T enving S KB E]
license

attachment2.txt 144 bytes E]

Figure 7

Attachment meta data can be edited after upload.

Attachments
File Name Category Identification Description File Size
Persan 1 drivi B
Identification.png AttachCat2 Ident2 I\cE;\i: ring 9KB

attachment?.tet v |ustofld's{ | | 144 bytes B
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5.5.1Indicators Tab

Selecting the indicators tab will show the indicators selection form. The total number of
indicators that have been selected for the report is shown in a badge next to the
Indicators header.

Indicators &)

Figure 8

5.5.2Indicators Form

The indicators form allows the navigation, selection and deletion of Report Indicators
associated with the report. To select an indicator, check the box on the left of the
indicators code in the main list. For example, in the image below, codes DRUG and TAX
have been checked.

Indicators

DRUG X TAX X

Code T Indicator

4 2
AML Money Laundering
% orus Drug Smuggling
TAX Tax Evation
TERR Terrarism Financing
Figure 9

The list at the top of the indicators form shows all the selected indicators at a glance.
They can be removed as necessary by selecting the x next to the code.

DRUG X TAX X TERR X

The list can be sorted alphabetically (forward A-Z or reverse Z-A) by code or by indicator.
This is done by clicking next on the header. A blue arrow will be shown in the header
that is sorted and the direction in which they are sorted. The image below shows the
default sorting which is by code, forward A-Z.
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Code T Indicator

Figure 10

The list can also be filtered by text that is in the code or indicator. The image below
shows the list filtered to show all indicators whose code contains the text ML

Code 1 Indicator
My Y X Y
. AML Money Laundering
Figure 11

5.5.3Indicators Categories

If indicators have been assigned to categories* then the Categrories column will also be
displayed in the indicators grid.

Select Indicators from the table below...
O Code Indicator * Categories
T T v
) DRUG Drug Smuggling [z Q20¢] -
58 I indic123 [ Unknown |
O  INDA Indicator A BB0DDB
O  INDB Indicator B
O  INDC Indicator C (23]
O  INDD Indicator D 0 3]
O INDE Indicator E 088 0
O  INDF Indicator F B

The Catogories column can be filtered to only show indicators in a particular category
by either selecting the category from the drop-down list or selecting the category name in
one of the indicator rows.
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Select Indicators from the table below...
& Code Indicator 1 Categories
T T Category A ) [ 51
0 INDA Indicator A DB
O  INDB Indicator B
J  INDD Indicator D [1] 8
0 INDE Indicator E 008 ]
O  TERR Terrorism Financing B

5.6 Transactions
5.6.1Transactions List Tab

Selecting the Transactions List tab will show the list of Transactions in a grid containing
the Transaction Number, Date, Amount and Transmode code for each transaction. The
total number of Transactions in the report is shown in a badge next to the Transactions
header and the total amount of all the values of the transactions in the report are shown
on the right of the tab.

Transactions @) 246 zar

Figure 12

The image below is an example of when the mouse pointer is hovered over the
Transactions List Tab. This shows the actions that can be done on the transactions list.

Transactions @ A & L - X

Figure 13

The actions on the transactions list are:

Expand / Collapse

Expand or collapse the transaction trees in the navigator. When the
trees are collapse there is only a tab for each transaction in the list
under the Transactions List tab.

b

Download all the transactions in the report

See the section below on uploading/downloading transactions
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Upload transactions

L See the section below on uploading/downloading transactions

— Create a new Bi-Party transaction
Create a new Multi-party transaction

% This button will not be visible for Report types that are configured to
be Force Bi-Party

5.6.2Transactions List

Transactions nﬂ

Status Number Date Local Amount Transmode Code
TRNWEBO818 21 =
x 11/8/2019 123 ATM 4
NOV 19
TRNWEBO820 21 s o
x 11/7/2019 123 Remittance \ 74
NOV 19

Figure 14

5.6.3Transaction Tab

Selecting the Transaction tab, the transaction form in the editor for that particular

transaction. The indicator “* or ©* shows if the transaction is a Bi-Party or Multiparty
and the transaction number and amount are also displayed.

I v =+ TRNWEB1167 25 NOV 19 34344 cur

Figure 15

When the mouse pointer is hovered over the transaction tab the actions to download or
delete the transactions are displayed.

le
=

I v -+ TRNWEB1167 25 NOV 19

Figure 16
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shows a Bi-Party transaction from and Account called MyAccName to a Person called
James Smith. The account contains an Entity called MyEntityName which in turn
contains director (which is a person object) called MyDirectorName. Each of these
sub-tabs can be selected to navigate immediately to that object in the transaction.

v~ TRNWEB1167 25 NOV 19 34344 cur
v [# [2] MyAccName
v [ MyEntityName Ty
v & MyDirectorName

v %) & James Smith

Figure 17
v 2 Expand / Collapse
— Bi-Party Transaction
o Multi-Party Transaction
(% From
) To
(2] Account (account name is shown as title)
B Entity (entity name is shown as title)
2 Ztllé?on including Directors (first name and last name are shown as
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5.6.4Transaction Form

Once a transaction is added the Transaction form will be shown. An example of a Bi-
Party transaction form is given below. The fields which are mandatory will be
displayed in pink with a red outline and depend on how the schema is configured.

Transaction
Number is required! Internal Reference Number Transmode Code is required! Transmode Comment
| o | '
Local Amount is required! Date is required! Late Deposit? Posting Date
| [Mrryyyy =1

Teller authorized Location
Description is required!
Comments

® From + [@ Account Account (My Client) + & Person Person (My Client) + [E Entity Entity (My Client)

% To + [@ Account Account (My Client) + & Person Person (My Client) + B Entity Entity (My Client)

+ Goods and Services

Figure 18

Multi-party transactions appear the same except there is a section for Involved
Parties as shown below instead of the From and To sections

Involved Parties

+ [@ Account Account (My Client) + & Person Person (My Client) + [ [Ontity Entity (My Client)

Figure 19

To add a party to either the From, To or Involved Parties select one of the 6 buttons
Account, Account My Client, Person, Person My Client, Entity or Entity My
Client

5.6.4.1 Fields

Mandatory fields a shown by a red asterisk next to the field name.

* Address
Some Addreﬂ
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If there are validation errors on the field the field is highlighted pink and the error

is shown in place of the field name.

Address is required!

Hovering the mouse pointer over the field name provide a Tooltip for the field. There
may be extra information available here to determine what values should be

entered.

* First Name

James Smith

Tooltips also show the error messages if there is not enough room to show them in

the form.

The date must not be later than the ...

11/1/2019

Some fields are mutually exclusive, such as the institution code and swift in the
Account object. Only one of them can be selected and is required. Use the radio
buttons on the left of the field to activate the field before entering data.

Institution Code is required! * Swift

Date fields depend on what culture is selected in the language selector at the top
right of the application. For example the images below show the same date field
with the en-US culture code selected which shows a different placeholder with the

date format when the field is empty.

Date is required! * Date

M/d/yyyy 11/21/2019
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5.6.4.2 Collections

Some objects contain a collection of other objects, for example Figure 21 below
shows some of the collections for a Person object.

Clicking on the *+ button on the left of the collection name adds another object to
this collection. Once the maximum number of objects have been added the button
is greyed out. In the image below the Employer Address button is greyed out
because only a maximum of 1 object can be added. Whereas the Addresses
Collection button is still active even though there are 2 two objects already added
as there is not limit on the objects for the Addresses collection. If there is a
minimum of 1 object required in the collection then the object will be added
automatically when the Person, Account or Entity is created. These minimum and
maximums vary from system to system and are defined by the administrators.

Employer Address - -{) ey
Typoe i5 required! i Address is required! Town
Zip * Country State
SWITZERLAND
Comments
+ Employer Phone
+  Addresses v # o T a 1
Type is required Address is required! Town :Z' ty is required!
Zip * Country State
SWITZERLAND
MmN
v #2 o
Type is required ~ Address is required! . Town City is required!
v
* Country State
SWITZERLAND
Comim
Figure 20

5.6.5 Reuse of objects

Several objects in the web form can be reused to prevent having to repeat filling out
the data multiple times. The objects are Account, Person, Entity and Address. (and
the associated ‘My Client’ objects)

LK
This is done by selecting the E icon in the top right corner of a reusable object this
will open a dialog, like the one shown below for Persons below.




1
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Select X
First Name Last Name Birth Date
John Smith
James Smith

Cancel

Figure 21

Select a row for the object you wish to re-use and then select the Select button. The
data from the object will be copied into the form from where the dialog was opened.

N.B. Once an object is re-used it is linked. This means that when an object is reused,
any changes in either of those objects will be reflected in the other. So, for example if
a Person John Smith was re-used in several transactions in the form. If the last name
was changed in one of those objects it will be reflected in all of the other instance.
The headers of the reusable object are NOT copied or linked.

When adding a party to a Transaction the headers of the object are slightly different
depending on where the party is being added to the transaction.

For example, the three images below show a Person object added as a From, To and
Involved Party respectively. The headers of the party are shown with a blue dotted
line.

These headers are NOT copied across when an object is re-used and are specific to
that particular party instance.

= From - Person

Funds Code is required! Funds Comment Country

+  Foreign Currency

4+ Conductor

Title Gender * First Name * Last Name

v James ‘ SmitH
Middle Name Prefix Birth Date Birth Place
M/d/vvwv h
Figure 22
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%) To - Person

|r Funds Code is required! Funds Comment Country :
1 . v 1
! 1
! 1
: + Foreign Currency 1
1
e S — ——
Title Gender * First Name * Last Name
v John SmitH
Middle Name Prefix Birth Date Birth Place
M/d/vvwy =
Figure 23

Role is required! Funds code is required! Country Significance

‘ -

Funds comment Comments is required!

+  Foreign Currency

Title Gender * First Name * Last Name
e John SmitH
Middle Name Prefix Birth Date Birth Place
M/dAnnn )
Figure 24

When objects are re-used, they are linked. There is a linked badge that is shown next to
the object buttons along with a number that identifies how many other objects are linked
to this one.

> Person First Name Last Name Birth Date m:ﬁ
John Smith
> Person First Name Last Name Birth Date )

John Smith

> Person First Name Last Name Birth Date m:ﬁ

John Smith

Figure 25

In the Navigation panel — selecting a re-used object also identifies which other objects
are linked to that one. In the figure below, when selecting the John Smith person, both
John Smith person objects show an icon indicating there are linked.
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v 2J New Transaction

v & John Smith

v 2 New Transaction

v & James Smith

v 2 New Transaction

% —ef—

v & John Smith

Figure 26

5.6.5.1 Limitation of hierarchy levels in object relations.

Accounts, Entities and Person objects can all have the ability to assign related re-usable
objects.

e Accounts can have related Accounts, Entities and Persons.
e Entities can have related Entities and Persons.
e Persons can have related Persons.

Between 2 objects of the same type, there can only be a hierarchy of one level deep. So,
an Entity can have a related Entity, but the child Entity cannot also have a related
Entity.

In the example below there are 4 accounts. 3 Accounts are involved parties of the
transaction ACC1, ACC2 and ACC3. Rel-ACC4 is a related Account of ACC3.

l [cTR | 19063-0-0. D @ 8 #

~ Related Account #1 \ =15
Attachments * Account Relation

Unknown w
I Indichtons Comments

I A Transactions ) 0 22

~ New Transaction
4 Relation Date

Beneficiary Comment

~ [ ACC1
Institution Country Account Category * Account Type
~ @ ACC2 5 O is Collection Account - QAT G
v [@ ACC3 Status Date . * Arcount Number Mame et NamE
M/dfyyyy E | Rel-acc4
~ (@ Rel-ACC4 Branch = Swift Institution Code
O Non Banking Institution? & SWIFT4
Status Code Currency Code Beneficiary IBAN
b d b4
Client Number Opened Closed Balance
M/diyyyy &) Meddyyyy | &
Date of Balance
M/dfyyyy E‘
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When adding a related Account for ACC2 it is possible to select ACC3 even though this
Account also has a related Account.

Account Number Name Institution Name

ACCY AccountOne

Rel-ACC4

ACC3

ca nce'

When ACC3 is added as a related Account to ACC2, ACC2 becomes invalid. This is

because it has a related object of the same type (Account) that also has a related
Account.

In the navigator this is shown by a Warning symbol and hovering over the warning
symbol shows a tooltip explaining why the object is invalid.

~ New Transaction v~ New Transaction
v [@] ACC1 v [@ ACC1
v [@ ACC2 | v [@ ACC2
v [8] ACC3 % Relations of the same type % ‘
are only allowed up to 1
A v [@ Rel-ACC4 level. E.g. An entity may not B

be linked to an entity that is

v [@] ACC3 QY itself already .Iinked to an qQ
entity

v [@] Rel-ACC4 ~ [@] Rel-ACC4

Removing the Rel-ACC4 account will validate the form
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v~ New Transaction
v [@] ACC1
v [@] ACC2 |
v [@ ACC3 %
v [@ ACC3 %

The hierarchy restriction of 1 level deep is only for objects of the same type. The
following shows what is allowed and not allowed in the hierarchy.

Account
o Related Account

= Related-Aeceount-(not allowed)
= Related Entity
e Related Entity

o Related-Entity (not allowed)

o Related Person
= Related Person
o Related Persen (not allowed)

e Related Person

o Related Entity

o Related Person
=  Related Person (not allowed)

= Related Entity
o Related Entity (not allowed)

e Related Person

o Related Person
= Related Persen (not allowed)

= Related Person

e Related Person

o Related Person

o Related Persen (not allowed)

= Related Person
e Related Person (not allowed)

Entity
o Related Entity

= Related Entity (not allowed)

= Related Person

e Related Person

o Related Person

o Related Person (not allowed)
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= Related Person
o Related Persen (not allowed)

e Person
o Related Person
= Related Person (not allowed)

Also, when adding an existing object as a related object it is not possible to select the
parent. In the example below, a related account is being added to Account ACC2 (the
parent). The re-use existing object dialog is opened and the two available accounts in the
report are shown. ACC1 is available for selection, but ACC2 (the parent object) is not
available and cannot be added as a related account to itself.

Select —ouiffmmmmm Sclecting related Account for ACC2

Account Number Name Institution Name
ACCH AccountCne -—-emiffessss  ACC1 available

=l ACC2 not available

5.6.5.2 Role element when re-using Directors

The Director object in an Entity is a person object that also has Role element.
When re-using and linking a director object, the role field is not linked, so
changing the value of the role field will not be reflected in the other linked person
objects. This is to prevent invalid XML being generated where role is not an
expected element in the other person objects.

5.7 Activity Reports

Activity Reports are filled out in the same way as Transaction Reports and the objects in
the navigator can be selected to jump directly to that object in the form. There are no
actions on the Activity tab.

N.B. Activities cannot be downloaded or uploaded like transactions can.




goAML Web Application User Manual &

Activity

v [2] MyAccount

v [ MyEntity
Figure 27
Activity
Report Parties
+ [@ Account + & Person + B Entity
+ Goods and Services
Figure 28

5.8 Transactions Upload /Download

The goAML Web Form provides the ability to upload and download, full and partial
transactions as XML files. This allows users to create and re-use templates that can
speed up the manual entry of reports.

N.B. A note on back-compatibility from 5.2 onwards: Previous versions of gopAMLWeb used
the following wrapper for uploading and downloading transactions. Transaction elements were
surrounded by a <transactions> element and a <reportdata> element. For convenience and for
extending ability to allow full report uploads to the web report, the upload and download of
transactions now use the same structure as defined by the goAML Schema. That is that the
<transaction>objects are only surrounded by a <report> element. The upload is back
compatible with previous transaction uploads so the templates should not need to be
changed.

5.8.1How to Download a Transactions

Figure 30 shows a goAMLWeb report that has been partially completed. It contains a
single multiparty transaction with an Account. It may be required that the user
wishes to submit several multiparty transactions that contain this account and will
therefore, want to download the transaction as it is so that it can be re-used as a
template.
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Any transactions can be downloaded, it is not necessary for a transaction to be valid
or complete.

In order to download the transaction as XML, hover the mouse over the Transaction

in the navigator pane on the left of the report and the download icon O will appear.
Hovering over this will show the tooltip Download Transaction (XML).

Clicking this button will download the transaction.

I Report ID: 3058.0-0 v 4 T . &
ransaction 2
Attachments
Nurnber is required! — Internal Reference Number = Transmode Code Transmode Comment
I Indicators |V of Electronic transaction  *
Transactions ) Download Trans SIHUR S Reat s I ERReE
07/08/2019 ]
v % New Transaction authorized . Location
I w [0 Adam123
Comments
Involved Parties
| + [0 Account Account (My Client) + & Person Person (My Client) + B Entity  Entity (My Client)
W Account -% [ (4} E_":
* Role Funds code * Country Significance
Payee / Sender ¥ ¥ ANDORRA v
Funds comment Comments
+ Foreign Currency
nt Numbier Ma * Institution Name Branch
Adami23 Alpha Bank
Account_Mon_Banking_institufion * Institution Code * Swift Account Type
= ADWER2323 v
o sn ol Diss pas
Figure 29

Figure 31 - Downloaded Transaction XML below shows the resulting XML that is
downloaded. Only the fields that are provided in the report are given in the XML.




goAML Web Application User Manual &

<?xml version="1.0"?>
- <report>
- <transaction>

- <involved parties>
- <party>
<role>B</role>
- <account>

<faccount>

</party>
</finvolved_parties>
<ftransaction>
<[report>

<date transaction>2022-09-08T00:00:00</date transaction>
<transmode_code>C</transmode_code>
<amount_local>232323</amount_local>

<swift>ALP123 </swift>
<account>>AlphaAccount</account>
<account_name>AlphaBank</account_name>
<account_type>2</account_type>

<funds_code>D</funds_code>
<country >AF</country >

Figure 30 - Downloaded Transaction XML

Everything inside the <report> tag follow the structure of the gopAML Schema.

Figure 32 - Download All Transactions shows where to download all the transactions in
the report. Hovering the mouse pointer over the Transactions header in the left

navigator will display the button.

Attachments

I Indicators (XML)

I Transactions €)

Download All Transactions

Number is required! Internal Reference Ny

I w % New Transaction

- Local Amount is required! * Date
| o07/08/2019
Teller authorized

Figure 31 - Download All Transactions

Downloading all transactions will result in repeated <transaction> elements, for example
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<?xml version="1.0"?>
- <report>
- <transaction>
<date_transaction>2022-09-08T00:00:00</date_transaction>
<transmode_code>C</transmode_code>
<amount local>232323</amount_local>
- <involved_parties>
- <party>
<role>B</role>
- <account>
<swift>ALP123</swift>
<account>AlphaAccount</account>
<account _name>AlphaBank</account name>
<account_type>2</account_type>
<faccount>
<funds_code>D</funds_code>
<country>AF</country>
<fparty>
<finvolved parties>
<ftransaction>
- <transaction>
- <involved parties>
- <party>
<role>C</role>
- <person>
<first_name>James</first_name>
<last_name>Smith</last_name>
</person>
<funds_code>K</funds_code>
<country>AF</country>
<fparty>
</involved_parties>
</transaction>
<freport>

5.8.2How to Upload Transactions

The first thing to do before uploading transactions is to make sure that the XML is
correct.

Each transaction should be inside a <transaction> tag and must follow the gopAML schema
structure, however it does not have to be valid, i.e. the data does not have to be complete
or conform to the restrictions of the schema such as mandatory, min/max, decimal etc.

The transactions should then be placed inside <reportdata> and <transactions> tags as
shown in Figure 33 below. It is also possible to upload each transaction individually in
separate files however, even a single transaction must be contained in these wrapper
tags for it to be uploaded successfully.




- <reportdata>
- <ftransactions>
- <transaction>
<transactionnumber/>
<date_transaction>2019-08-07T00:00:00</date_transaction>
<transmode_code>C</transmode_code>
<amount_local/>
- <involved_parties>
- <party>
<role>A</role>
- <account>
<institution_name>Alpha Bank</institution_name>
<institution_code>ADWER2323 < /institution_code>
<account>Adam123</account:>
</account>
<country>AD</country>
</party>
</involved_parties>
< /ftransaction>
- <transaction>
<transactionnumber/>
<date transaction>2019-08-10T00:00:00</date_transaction>
<transmode_code>C</transmode_code>
<amount_local/>
- <involved_parties>
- <party>
<role>A</role>
- <account>
<institution_name>Alpha Bank</institution_name>
<institution_code>>ADWER2323 < /institution_code>
<account>Adam123</account>
</account>
<country>AD</country>
</party>
</involved_parties>
< ftransaction>
</transactions>
</reportdata>

Figure 32

Once the file is ready for upload, place the mouse over the Transactions header in the
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left-hand navigator so that the Upload Transactions (XML) button is displayed as

shown in Figure 34 and click it to open the file dialog.

Local Currency Code: CHF Rep
I Indicators Upload Transactions (XML)
. Reporting Entity Branch is Rep
Transactions £y ~ [
Reason is required!
[

Figure 33

Select the file containing the transactions and click the Upload button as shown in

Figure 35
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Import XML Transactions

Select files...

| my_transactions.xml

Clear

b

Upload

Figure 34

The file will be read and the transactions will be added to the report as shown in Figure

36.

I Report |D: 3060-0-0
Attachments
Indicators
Transactions £

“w ¥ New Transaction
w [ Adami23

w ¥ New Transaction

v [E Adam123

Comments
X

0o

Involved Parties

+ [0 Account  Account (My Client)

v Account

* Role
Payee / Sender

Funds commant

+ Foreign Currency

* Account Number

Adam123

Funds code

v

Comments

Name

+ & Person Person [My Client)

* Country

¥ ANDORRA

* Institution Name

Alpha Bank

+ B Entity Entity (My Client)

%|o]a]

Significance

Branch

Figure 35

All transactions are added to the report as they are shown in the file. There is no
processing on the report or file. For example, if there is an existing transaction in the
report with the same number as one in the file, it will result in two transactions in the
report with the same number. Any linking of accounts must also be done manually after
the transactions have been uploaded.

When uploading a transaction, the system will validate the file and if there are any
warnings that the XML is incomplete these will be shown as in the image below.
However, this is just for reference, or to allow you to make any changes and try again,
you can still click Continue and the XML will be processed into the report.
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The uploaded XML is incomplete or invalid.

cvc-complex-type.2.4.b: The content of element 'transaction’ is not
complete. One of '{transactionnumber}’ is expected.

Cancel Continue

If the transactions contain data for deprecated elements from a previous schema, there
will be a best effort to migrate the data in the deprecated elements to the new schema
elements. The transformation that is applied is from the XLST that can be found in
Appendix II.

The uploaded XML is incomplete or invalid.

The following deprecated elements have been automatically migrated to
the latest standard: submission_date, email, employer_address_id,
employer_phone_id, identification - Please check the imported data
carefully and consider upgrading your transaction templates.

cvc-maxlength-valid: Value "3434b" with length = '5" is not facet-valid
with respect to maxlLength '4’ for type
‘#AnonType_tph_country_prefixt_phone'.

cvc-type.3.1.3: The value '3434b° of element 'tph_country_prefix’ is not
valid.

Cancel Continue

5.8.3Linking of Accounts

After transactions have been uploaded, all objects such as Persons, Accounts and
Entities are treated individually, that means that changing the data on one object will
not change the data on any of the other objects even if they have the same data.
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For Accounts, it is possible to link objects that share a matching Account Key so that
any changes to one of those Account objects will be reflected in all others. The Account
key is based on the IBAN ignoring other account information for matching. Lacking the
IBAN, a combination of Account Number + Institution Name + Institution Code or Swift
makes up the account key. See “

Account matching logic” for examples.

For example:

I Indicators
Transactions ) 02
= @ From - Account
w == Mew Transaction

* Funds Code Funds Comment * Country

I w [ @ Adam123 UNKNOWN METHERLANDS

I “ =+ New Transaction 4+ Foreign Currency

I w & [ Adam123 * Account Number Name Institution Mame Branch
Adami123

I e Nl Tewedstian Account_Mon_Banking_Institution® Institution Code wift Account Type

I v @ [0 Sarah123 * Adami23

abic Crele Currency Code Een I
Figure 36

In Figure 37, there are three uploaded transactions each with an Account. The first two
Accounts have the same Account number Adam123. The first account is selected and
highlighted in the editor.

By clicking on the Link Accounts button of the first account, all the information of
the first account will be copied to the second account (and any other accounts that have
this number). After this any change to either of these accounts will be reflected in the
other. The account Sarah123 is not affected.

The green box in Figure 38 shows the areas that contain the linked account data. The
red boxes show From and Foreign Currency objects which are not part of the Account
object and are therefore, not linked.

® From - Account '-%_ {5]‘—:|
* Funds Code Funds Commant * Country
UNKMOWN METHERLAMNDS
4+ _ Foreign Currency
® Account Nurnber MName Insltutson Name Branch
Adam123
ccount_Non_Banking_Institution® Institution Code
*  Adam1236
Status Code Currency Code Beneficiary IBAN
Client Number Opened Closed Balance
M/d/yyyy (8] Mrdiyyyy s
Date of Balance : Beneficlary Comment Comments
M/diyyyy | e
+ Entity
+ Signatorylies)

Figure 37
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6 XML and ZIP Upload

The XML Upload screen is accessed via the main menu New Reports > XML Upload

The initial page shows a file input to select an XML or ZIP file. Alternatively, the user can
drag and drop the files to upload

Select files...

*

Drag and drop an XML Report or ZIP file here.

Maximum file size: 1954 KB
Allowed file types: .xml .zip

If a ZIP is selected the user has the option to Upload the file or Clear the file.

Report File

TEST REPORTS.zip

@ Clear 4 Upload

Selecting Upload will show a confirmation dialog box for the ZIP file

Report upload complete X

Report ID: 19032-0-0

Uploaded report file

TEST REPORTS.zip
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If an XML file is selected, an attachments area is shown so that the user can select files
to upload with the XML file as attachments.

Report File

D test123.xml x

2KB

Select attachments...

Select files...

*

Drag and drop attachments here or click Upload to submit.

Maximum file size: 29297 KB

Allowed file types: .doc .docx xml .png jpg .snag .pdf .pdf .xI
s xlsx .rtf xt .ppt .pptx .zip jpg .html xsd tmp .dotx prnx s
vg .wav .btm .avi .emf bmp mov .abcdefgh .docx .docx .csv .
xsd

@ Clear 4 Upload

Attachments can either be added by checking Select files... or by dragging and dropping
the files into the attachments area.

The attachments can be individually removed by clicking the * button for that
attachment or selecting the Clear attachments button to remove all attachments.
Attachment metadata such as Category, Identification and Description can also be added

Report File
Select files...
test123.xml %
268
Select attachments... 1l Clear attachments
Select files... + Done
Identification.png 9 KB
@ Category AttachCat2 . dentification X
Description Driver's license
attachment2.txt 1k8
@ Category AttachCatd . dentification X

Description

*

Drag and drop attachments here or click Upload to submit.

Maximum file size: 97657 KB

Allowed file types: .doc .docx xml .png jpg .snag .pdf pdf xls xlsx.rtf .t
xt .ppt .pptx zip jpg .svg wav bmp .abcdefgh .docx .docx .csv .xsd .grf.
grx

A Upo

Deleting the XML report at any point will also remove all the attachments
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This file is the report, removing this will remove all the
attachments too. Do you wish to continue?

Cancel Delete

Click on the Upload Report File button to ensure that the XML and attachments (or ZIP
file) are uploaded

A confirmation dialog box appears to confirm that the files have been uploaded

Report upload complete X

Report ID: 19031-0-0

Uploaded report file

test123.xml

Uploaded attachments

attachment2.txt
attachment1.txt

6.1 File rules

XML Files should be encoded in UTF-8

Zip files are used to group together XML reports and attachments to upload as one file.
The files inside the zip file must be structured in a specific way to be accepted by the
g0AML Web application.

The zip file must contain one of the following file arrangements
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e A single XML report file with zero or more non-XML attachments
e Multiple XML report files with no attachments
e One or more folders that each contain:
o One XML report file with zero or more non-XML attachments

6.2 XML Report Validator

1. The XML report Validator is accessed via the main menu New Reports > XML
Report Validator

2. This allows the user to verify their XML reports prior to upload. Simply paste the
XML into the text area and click Validate.

3. Any errors will be shown on the right of the text area and are from the Microsoft
XML schema validation code, so the output will be in English unless the server

and .Net environment that IIS is using is configured otherwise.

4. The images below show examples of successful and unsuccessful validation.

XML Report Validator & Download the goAML sehema & Downlaad the goAML semi-autamated report schema

To validate a report against the schema, paste the XML in the text area below and click on Validate.

<rentity_id>1</rentity_id>
<submission_code> E</submission_code> @
<report_codes CTR< /report_codes
<entity_reference>EntityRefl </entity_reference>
<report_dates 2023-04-26T00:00:00 < /report_date>
<currency_code_local=CHF < /currency_code local>
<reporting_user_code>goaml</reporting_user_code>
<location>
<address_type> - </address_type>
<address>street2 </address>
<town>town2</town>
<city=city2 </city>
<2ip>2000</2ip> il
<country_code=LU</country_code>
<state>State2</state>
“comments> comment2 </comments>
</locations
<transaction>
<transactionnumbers TRNWEB52999 26 APR 23</transactionnumber>
«date_transaction»2023-03-30T0000:00 </date_transaction>
<transmode_code> D </transmode_code>
<amount_local>2313«/amount_local>
<invoived_parties>
<party>
<role>C</roles

Validation succeeded.
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XML Report Validator

3 Downioad the goAML schema & Download the goAML semi-automated report schema

To validate a report against the schema, paste the XML in the text area below and dick on Validate.

<reparts
<rentity_id>1</rentity_id>
<submission codesE</submission_codes
ereport_codesCTR«/report_codes
<entity, references EntityRef1 </entity_referances
<report_date» 202304 - 267000000 < /report_dates
ccurmency_code_local»CHF «/currency_cade_locals
ereparting_user_code>goaml</reporting_user_codes
<locations>
<adiiress type>- </addiess hpe>
caddress>street2 </addresss
<lown>lown2 < lowns
<city>city2 < /city>
<zip>2000</zip>
<country code=LL</country code>
<state>Stated </state>
<comments>commentZ«/comments>
</flocation>
<transaction>

=T 26 APR 23 < ftransacti
<date transac ‘date transaction>
> WRONG_CODE: coder
<pmount local>2313 </amoynt local>
<involved parties=>
<party>
<role>Ce/roles

SN —————_ S ————|
ove-enumeration-valid: Value "WRONG_COOE' i3 not facet-valid with respect to
enumeration -, 1, 18, 15, A B, C, D, £ F, MB]. It must be a value from the
enumeration. cvc-type 3.1.3: The value 'WRONG_CODE' of element
transmode_code” is not valid.
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7 Report Grids

Three grids in the Web Application show the report data. The following image shows the

header how each grid appears

Web Reports W Al Reports v SwtDate

5 D epotPoF B Bportbeel & Ref
Drag a column header and drop it here to group by that column
Report Key Report Type Last Updated By Created On Entity Name Transactions  Entity Ref No.Rejected  Status

h ¢ T By T Y T Y Processed

14841-0-0 T ad_Fi 20972022 1 324 0 I Processed E=
14942-0-0 CTRA ad_Fiua_user 2192022 0 234 0 I Frocessed B e
14954-0-0 STR adre_user1 2192022 ad_CreditUnion dsgdsg 0 I Process 297202 B e
14967-0-0 CTR - ENG adtu_creditunion 2/10/2022 ad_CreditUnion 1 123 0 I Processes 10/2022 B ®

1.

Each grid can be filtered by a date range by entering the Start Date and End Date
or using one of the quick filters. The start and end dates filter based in the date
the report was initially created.

All Reports v
| All Reports
Today

Current month
Last 30 days
Last 90 days
Last 12 months

The Current Month filters all the reports from the 1st day of the current month
until today.

2. The Export PDF and Export Excel buttons I e O | | R Eqpont opens a dialog to
export the currently viewed grid as a PDF or Excel document.

3. Each grid can be filtered by selecting from the drop-down box, the date selector or
entering a value, depending on the column type, in the filter boxes at the head of
the columns.

Report Key Report Type Last Updated By 4

932 Y™ SIR v Mar Y

9322-0-0 STR MARIO i
4.

Column headers can also be dragged into the grouping header to group by that
column.
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T Report Type X
Report Key Report Type Last Updated By Created On &
932 Y™ SR v Mar A

* Report Type: STR

9322-0-0 STR MARIC 2027-07-06T08:32:16.21%

5. A column selector shown by the "™ button in the header allows the user to add or
hide columns from the current grid view:

Il All Reports
" Columns
Report Key
Or Report Type

File Name
Created By

Last Updated By

Created On

06 Entity Name
Submitting Entity -

Reset Apply

7.1 Not Submitted Web Reports

The Not Submitted Web Reports grid (Draft Reports) is where all Web Reports that
have been saved but not submitted are sent, as well as reports that have been reverted.

Draft Reports W AllReports ¥  Start Date. B - EndDate B DBepotrpr @ EpotExel & Refresh
Drag a column header and drop it here to group by that column
X ; Days before
Report Key Repart Type Last Updated By Created On + Entity Name Transactions  Status Cleachip
il ¥ T T T =
9331-0-0 STR goaml 7/6/2021 Financial Intelligen... 0 Not submitted =@
9328-0-0 STR ADAM 3 /612021 ADAM_3 0 Not submitted Z ® 0
9327-0-0 STR goami 7/6/2021 Financial Intelligen... 0 Not submitted =@
9326-0-0 STR MARIOT 7/6/2021 QAZ106 ¢ Not submitted Z & @
9325-0-0 MIXEDRE2O MARIOT TH6/2021 QA2106 0 Not submitted ZF = @
Actions available for the Not Submitted Reports grid
Action Name Description
Edit @ Opens the report for editing. This is only visible for
reports that have not been archived.
1m Deletes the report, this is only visible if the report
Delete :
has not been archived
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Opens the report in the preview format for viewing
and printing. This is only visible for reports that
have not been archived.

Preview @

7.2 XML Reports

The XML Reports grid is where all the files and reports from the XML Upload page are
displayed. For zip files that are uploaded, there will be one row for the zip file and one
row for each of the contained XML reports. The status column will contain a link if there
are actions or error data available for that row.

XML Reports M AlReports v | Start Date B - End Date BB DBepotror [ bportecel 2 Refresh
Drag a column header and drap it here to group by that column

Repart Key Report Type File Mame Last Updated By Entity Name Transactions  Status Submitted On

T v b i T T T ¥ mont. BB T

9320-0-0 ACT-TRANS Report Web_Report_Repo... goaml Financial Intelligenc... 1 | Processed T/62021 B =

9329-0-0 RPADOT_2021531.xml  MARIO QA2106 0 I kailed Validation: I /82021

9316-0-0 STR wmlreport0507xml  goam! ADAM_3 1 I Processed 1fef2021 B e

9315-0-0 5TR xmireportC307.xm|  ADAM_ 3 ADAM_3 I Failed Validation: lovalid Struchute -~ 7/6/2021

QInT.A0 ] | 4OENT BubnBE 1 | [ 250008 B

Actions available for the XML Reports grid

Action Name Description

Preview @ Opens the report in the preview format for viewing
and printing. This is only visible for the XML
documents not the ZIP files and only if the report
has not been archived.

) Download the report as an XML document. Not

Save available if the report fails validation.

7.3 Web Reports

The Web Reports grid is where all of the submitted web reports are displayed. The status
column will contain a link if there are actions or error data available for that row.
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Web Reports W Al Reports v St Dot &8 Dat B D epstPOF D Bpotbisl | & Refresh
Drasg a colume header and drop it here to group by that eolenn
Report Key Report Type Last Updated By Created On Entity Name Transactions  Entity Ref No, Rejected  Status Submitted On

Y - T mont_. R Y A Y T T Processed * mont., BT

14941-0-0 STR ad_Fiu_user 21972022 Financial intelligenc., 1 12324
14942-0-0 CTRA ad_Fiu_user

14954-0-0

8 & & &

14967-0-0 CTR - ENG

Actions available for the Not Submitted Reports grid

Action Name Description

Preview @ Opens the report in the preview format for viewing
and printing. This is only visible for reports that
have not been archived. Not available if the report
fails validation.

Save & Download the report as an XML document Not
available if the report fails validation.

Revert (from Failed Creates a new revision for editing that will appear in

Validation) the Not Submitted Reports grid. Please refer to the

Report Workflow

Reset (from Unexpected Resets the report status to Uploaded so that the
Error or Processing) report can be processed again. This can only be
done by the FIA.

Reject (from Unexpected Reject the report that has become stuck in
Error or Processing) processing or failed due to an unexpected error.
This can only be done by the FIA.

7.3.1.15.2.3.4 Report Grid Column Definitions

Each report grid uses columns from the same set of columns. The screen shots above
show which columns are available in each grid.

Column Name Description

Report ID The report key for the report.

Report Type The type of report (lookup table ref: lk_report_type)

File The file name for XML and ZIP uploads

Created By The user who added the report

Last Updated By The user who last edited or changed the status of
the report

Created On The date the row was added to the database (in
r_file_drop this is rfd_date)
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Org Name

The Reporting Entity name that is in the report. If
the REID in the report is invalid for the user that is
uploading the report, then this value will appear as
the user’s Reporting Entity

Submitting Org

The Reporting Entity of the user that submitted the
report.

Transactions

The number of transactions in the report

Entity Ref

The value given in the Report’s Reporting Entity
Reference field. If there is one.

No. Rejected

The number of transactions in the report that have
been rejected (if any) by the client. This is only
populated once the report is processed on the
client.

Status

The status of the report

Last Updated On

(in r_file_drop this is lup_date)

Submitted On

The date when a report is submitted. This is not
extracted from the report, which might contain a
different submission date. (in r_file_drop this is
rfd_submit_date)

In the web report the translation for
Report_Submission_Date should be Reference
Date not ‘Submission Date’

This is understandably confusing since the tag in
the XML is still <submission_date>. In the next
schema a new tag <reference_date> is proposed
that will run alongside the submission date tag
which will eventually be deprecated.

Days before Cleanup

The number of days before the row is archived.
(Refer to the Cleanup settings)
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8 User-Role Management

The User-Role Management page is accessed via Admin > User-Role Management
The permission required to see the User-Role Management page is User Management
For a full list of permissions and their definitions please see Appendix III

Important Changes to security from 5.3

e To use the Role Management features (creating, editing, deleting roles) you will
also need the Role Management permission. It is not possible to change roles
with only the Role Management permission without the User Management
permission too.

e There has been some tightening on the Security model from version 5.3 which will
not affect any of the permissions that users have, but it will affect how you apply
permissions, create roles and assign roles to users. In particular, you can no
longer assign permissions to users or roles that you have not been granted
yourself. When saving the roles for a user. If any of the permissions for any
of the roles checked are not assigned to the current user. It will not be
possible to save.

The Entity Selection Drop Down is initially selected to the current Entity that the user
is logged in as.

The Users Grid shows all the users for the selected Entity. The columns User Name,
First Name and Last Name are all sortable, intially sorted by User Name and the first
user in the list is selected.

The A next to a user in the Users Grid indicates that the user is in an Admin role. This
could either be FIA admin, RE admin, SH admin or SUP admin

The Role Selection Tree shows all the available roles for the currently selected user,
with checked boxes showing the roles that are currently assigned to this user. The tree is
split into two parts. The first are Roles for RE that are only available for that Entity. The
second are Universal Roles that are available for all Reporting Entities.

The Permissions Tree shows all the permissions that are assigned to the selected user
which is a union of all the permissions in the roles that are assigned to that user.
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8.1.1System Roles

The web application has a fixed set of system roles for each type that are required and
automatically assigned to new users. The roles should never be deleted from the system.
The table below shows how these roles are automatically applied however, they can be
given to other users provided the role association is valid for the user and the entity

type.

System Role

Organization or
Individual Type

Who the role is automatically
assigned to

RE admin RE The user that is registered at the
time of a Reporting Entity
registration

RE user RE Users that are created for a
Reporting Entity

individual IND Users that are registered as
individuals.

sup body admin SUP The user that is registered at the
time of a Supervisory Body
registration

sup body user SUP Users that are created for a
Supervisory Body

stake holder admin SH The user that is registered at the
time of a Stake Holder registration

stake holder user SH Users that are created for a Stake

Holder

8.1.2Roles for an Organization

All roles that are not universal roles are only available for a specific Organization.

The ability to open the Role Management dialog for a particular Organization can only
be done by users with the user management and role management permissions and
who can manage that particular Organization.




goAML Web Application User Manual &

If you can only manage one Organization, this will be selected in the Entity Selection
drop down - if you manage more than one Organization and wish to change roles for
another Organization, change the selected Entity in the Entity Selection drop down
and the Manage Roles for... button will be updated with the ‘Organization Name’

Select the Manage Roles for ‘Organization Name’ button. This opens the Role
Management dialog where roles can be created, edited and deleted that are only used for
this Organization

Edward's Casino Role Management

Add New Role Reports
view all RE reports upload XML reports
Role name submit web reports enter web reports
ed_role. 2 E @ My GoAML
edco_role_1 E & View My User Details View My Org Details
view meszage board Allow bog in a3 delegate
edco_rale_2 =
Statistics
no role =
management AR Transactions by Type Transactions by Entity
< Reports by Status and Date New Users by Entity and Date
710 LIS - New Entities by Type and Date Reports by Entity and Type
management x & Reports by Entity and Date Delegation Structure
Repaits by Agency ard Date
stats E o
Admin
Teller [Save) =
i L] Manage User Change Requests user management
Taller (Submit) Z o || role management Manage Organization Change Red
- create delegation Can Create Change Requests for r
verify only (F Al |
Entity Change Requests
Entity Change Request recall new Entity Change Request recall chan|
Entity Change Request submit change Entity Change Request submit cha

The roles created and edited in the Role Management dialog box here will be available
only to the selected Organization under the Roles for RE part of the Role Selection
Tree.

X v Manage roles for Edward’s Casino Univi
Roles for: edco Permissions for: edco
“ | v [ ] RolesforRE o FReports
« view all RE reports
[J edrole2 v upload XML reports
[] edco role 1 + submit web reports
[] edco_role2 + enter web reports
My GoAML
(] no role management « View My User Details
[] no user management ¥ View My Org Details
+ view message board
[] stats J
Allow log in as delegate
[ Teller (Save) Statistics
[ Teller (Submit) Transactions by Type
« Transactions by Entity
verify onl
[ fy only « Reports by Status and Date
|| ¥ —  Universal Roles H « New Users by Entity and Date

B Caniisl [ A Dok
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8.1.3Creating, Editing and Deleting Roles

For both Universal Roles and Roles for RE editing, creating and delete roles is the
same in the Role Management dialog

In the examples below, the Role Management dialog will be opened in the context of
management roles for a specific Organization.

8.1.3.1 Adding a role

Select the Add New Role button

Edward’s Casino Role Management

Add New Role Reports | |

[ view all RE reports

Role name [_] submit web reports
ed_role 2 & @ . My GoAML ||
edco_role_1 E [_] View My User Details

[ ] view message board

This will create a new row in the Role list. Enter a unique name for the role and select

any permissions you want to be in the role. You do not have to select any permissions,

these can be added later. Permissions that are available for this Organization Type but

are not assigned to the current user will be disabled, for example as per the
permission below.

+ B

Selecting the button. Saves the role and the role is now available in the Roles list
and the Role Selection Tree.

Edward's Casino Role Management
Reports ]
view all RE reports [7] upload XML reports
Role name ;
[] submit web reports [] enter web reports
my new role + %} h My GoAML []
ed role 2 View My User Details [ ] View My Org Details
4 view message board ]
g L]
edco_role_1
Statistics [ |
d le 2
eaco.role. [] Transactions by Type [] Transactions by Entity
EEkE [ Reports by Status and Date [} New Users by Entity and Date
management [] New Entities by Type and Date [ ] Reports by Entity and Type
Reports by Entity and Date Delegation Structure
P Yy Y 9




8.1.3.2 Editing a role

goAML Web Application User Manual &

Select the Edit Role command button for the role you wish to edit

ed_role_2 & m
edco role 1 & |ﬁ
edco_role_2 & 1m
no role

& 1w
management

All of the permissions that are associated with that Organization Type are displayed. The
ones that are not assigned to the current user are disabled and the tool tip on the
warning gives the explanation.

Once all the roles have been selected click the Save icon to save the Role.

The changes will be promulgated to all the users that are assigned this role.

Edward's Casino Role Management x
Reports
view all RE reports upload XML reports
Role name submit web reports enter web reports
ed_role_2 My GeAML [ |
edeo_role 1 B l|e View My User Details View My Org Details
view message board
edco_role_2
Statistics | |
no role — —
management [[] Transactions by Type
[] Reports by Status and Date
No user [] New Entities by Type and Date
management 7] Reports by Entity and Date
[ Reports by Agency and Date
stats
Admin| |
Teler (Save) [7] Manage User Change Requests TUSET IO TTTeTIT
Teller {Submit) | role managament || Manage Organization Change Requests
create delegation (] Can Create Change Requests for my Users
g g 1 ¥
verify only
Entity Change Requests| |
[] Entity Change Request recall new [C] Entity Change Request recall change
If a permission already exists in a role that is not allowed for the current user, it will be
highlighted red and it will not be possible to save the role until the permission is
removed. It is still possible to cancel the edit and the permission will remain.
Edward's Casino Role Management x
Reports
view all RE reports upload XML reports
Role name sulbimit web reparts eriter web reports
ed_role 2 My GoAML
edco_role 1 oG View My User Details View My Org Details
view message board Allow log in as delegate @)
edco_role 2
Statistics [
no role — —
management [] Transactions by Type ;J Transactions by Entity
"] Reports by Status and Date [] New Users by Entity and Date
Ao user [ ] Mew Entities by Type and Date [] Reposts by Entity and Type
management [] Reports by Entity and Date [T] Delegation Structure
("] Reports by Agency and Date
stats
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8.1.3.3 Deleting a role

Roles can be deleted provided they are not System Roles (see list above) and they are not
assigned to any users.

Select the Delete Role command button to delete a role

Add Mew Bole Repo
Rale name
e E i sy
eceny role_1 CARE |

s rals 2 @ &

If a role is assigned to any users, a dialog similar to the one in the image below will give
a list of the user names for which that role is assigned so that you can unassign them
before removing the role.

Cannot delete because role is in use

The role cannot be deleted because it is being used by the

following usersj edco role

8.1.4Assigning Roles

The image below shows an RE admin logged in to the User-Role Management page with
a user selected. The roles for that user are shown in the Role Selection Tree and the
resulting Permissions from those roles are shown in the Permissions Tree
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User-Role Management |

UserN.. t First Mame Last Name
edeco Edwand ChangeDa...
edco role edeo rale

edco test .. edoo test .. edco fest ...
edeo_user edco_user edco_user
edeo vo edeo_vo edeo_vo

Edward's Casino X x

Roles for edco_user

A = Roles forRE

=

ed_role_2

B edcorole 1

edco_role_2

[

ne rolke management

no user management

O0O0o

stats

Teller (Save)

O

Teller {Submit)
(] werifyonly
* [ ] Universal Roles

| everything

Manage roles for Edward's Casino

Permissions for: edco_user
Reparts
+ view all RE reports
# upload XML reports
 submit web reports
« enter web reports
My GoAML
« View My User Details
v View My Org Details
| « view message board
Allow log in as delegate
Statistics
Transactions by Type
Transactions by Entity
Reports by Status and Date
Mew Users. by Entity and Date
Mew Entities by Type and Date
Reports by Entity and Type

When a role is added or removed, it is highlighted in the Role Selection Tree. Red
highlights the removed Roles and Green highlights the added roles

Similarly, the result in change of permissions, if any, are also highlighted.

Only when the role selection is different to the currently saved selection does the Save
button appear to save the changes.

User-Role Management |

UserN.. T First Name Last Name
edeo Edward ChangeDa...
edeo_role edeo role

edco test_..  edcotest..  edeo_test .
edco_user edco_user edco_user
edco vo edco vo edco_vo

Edward's Casino xir

Manage roles for Edward’s Casino

Roles for: edco_user

u Fprmissions for: edco_user

A “ % -~ Rolesfor RE I ]
wiewrai-REreports
[] edrole2
[ | edeo-rolet v submit web reports
B edcorole 2 SRR e saparts
My GoAML
[[] norole management Vi Wy Liear Dintails
[[] ne user management Vievr iy Srg-Details
yiew-messege-boord
I [] stats “

+ Allow log in as delegate
[ Teller (Save) Statistics
[ Teller (Submit) v Transactions by Type

w Transactions by Entity
[[] werify only
o +  Reports by Status and Date

¥ Untversal Roles  New Users by Entity and Date

[ everything v New Entities by Type and Date
[[] Kerya RE Admin v [ Ly ey se Type
w v Reports by Entity and Date -

Once the changes are saved the page is refreshed.

User N... 1 First Name Last Name Roles for: edco_user

edco Edward ChangeDa... A © ¥ - RolesforRE

edco role edco role [ edrole2
edco_test_... edco_test_... edco_test._... [] edco_role_1
edco_user edco_user edco_user edco_role_2

edco vo edco vo edco vo [] norole management

Permissions for: edco_user
~  Reports
view all RE reports
upload XML reports
+ submit web reports
enter web reports
My GoAML
View My User Details

LW W N W . ST I
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Removing the last Admin for that entity will show a warning.

Caveat, if there is role that has permissions that the current user does not (even if it is
already checked and saved) the save button will return an error that permissions are
attempted to be applied that are not granted. You will need to remove the role that is
causing the error (or update the permissions of that role) and try again. If you are not
sure you may need to remove all the roles first. An example of this error is given below.

Error

The role changes could not be saved. This is most likely because
the roles that are being assigned contain permissions that have not
been granted to the current user.

® You may only assign permissions you own yourself.

9 Message Board

The message board allows the user to send and receive messages from the FIA.
1. You can launch the Message Board from the Main Menu.

Note: Communication is only with the FIA; messages cannot be sent or received from other
Reporting Entities or Organizations.

2. When the message board is open, you will only see messages for the reporting
entity for which you are logged in.

3. You will not see messages for any of the delegating entities,

4. To view and send messages for a delegating entity, you need to log in as that
entity.




9.1 Messages and Folders

1. When a message is received or sent, it is associated with a folder.

2. You can create folders for organizing messages, however, there are four system
folders that are static and cannot be edited or deleted.
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System Folder Name Direction
broadcast Incoming (no reply)
inbox Incoming [O]

draft Outgoing [1]

sent Outgoing [1]
archive Both [null]

3. A message has a direction, either incoming (sent from the FIA) or outgoing (sent
from the Reporting Entity).

4. Folders are also assigned a direction, either incoming, outgoing or archive. Only
incoming messages can be put into incoming folders and only outgoing messages
can be put into outgoing folders. Archive folders can contain all messages.

9.2 Message Board Size Limit

The ‘size of the inbox’ that is displayed in the lower left of the message board is only
calculated against the size of the attachments for messages that are not archived.

5.6/ 10 {4l

Once this limit is reached, it is not possible to send any messages. To reduce the size
either delete unwanted messages or move them to an Archive folder.
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Message Board

Search
(3 custom in (2) 5
& Drafts

> < Sent

> @ Archive (5)

i Message board limit X
reached. Flease archive

some of your messages. Any
messages attempted to be
sent will be placed into the
Drafts folder.

197 /1 MB

Subject Type Sent 4 &

RE: test with type 2
564654
Manual 12/1/2022 11:34 AM

RE: test with type 2
564654
Manual 12/1/2022 11:34 AM

'Report(00.. ™ O & P @
Report Rejected  10/10/2022 11:00 PM

! Report (0032.xml ) --» Report Rejected
Report Rejected  10/10/2022 11:00 PM

! Report (0032.xml ) --> Report Rejected
Report Rejected  10/10/2022 11:00 PM

! Report (0032.xml ) --> Report Rejected
Report Rejected  10/10/2022 11:00 PM

! Report (0032.xml ) -->» Report Rejected
Report Rejected  10/10/2022 11:00 PM

! Report (0032.xml ) --> Report Rejected
Report Rejected  10/10/2022 11:00 PM

! Report (0032.xml ) --> Report Rejected
Report Rejected  10/10/2022 11:00 PM

! Report ( 0032.xml ) --> Report Rejected
Report Rejected  10/10/2022 11:00 PM

A send save as Draft [ ReE T
Message board lighit reached, Please archive somg
Subject *

RE: Report { 0032.xml ) --> Report Rejected
Ref. Mum.

Priority Type *
High hd Report Rejected v
Message *

FEEEE R F I r rrEr r rr r
==

From: MOFO

To: Financial Intelligence Unit (FIU)

Sent: 10/10/2022 11:00 PM

Priority: H

Subject: Report ( 0032.xml ) --> Report
Rejected

Message:
Please refer to the attachment for details.

Select attachments for upload...

Select files Drop files here to select

below.

9.3 Message Board Features

Note that Broadcast messages is a one-way communication only. Such messages cannot
be marked as read or moved to custom folders. However, during a defined duration
broadcast messages will be marked as unread.

The message board is divided into four areas, Folders Pane, Actions Pane, Messages
Grid and the Message Pane. These areas are referenced in the feature descriptions
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& Drafts

3 custom out

» B Archive

Pane

Folders

[ ] 06/ 10ME « “ o«

Message Board B New () Refresh Actl ons Pa he Ry O B OB
Search ~ 1 Subject Type Y Semt 4 Y B & question - 4/25/2023 1119 AM A~
@ Inbox (2) RE: RE: PROPOSALO026 29 AUG 19 = | Ffrom  Morrenth
. Lo R e s R To Financial Intelligence Unit
O3 custom in
RE: PROPOSAL0026 29 AUG 19 Ref.N  RE12-34.45

Messages Grid ', _ . . | =« sassommiemm

& sent question
_ RE12-34.45

Manual 4/25/2023 11:22 AM um.

¥ _Web_Report_ReportlD_22208-0-1.xml 1.3kb
R _Web_Report_Report|D_22208-0-0.xml 1.29kb

Req ForInfo (RE) 4/25/2023 1119 AM R

Hello,

We would like to inquire about abc

Message Pane

9.3.1Message Grid

The message board has an adaptive layout that offer less functionality on smaller

screens (like mobile phones)

9.3.2Viewing Messages

1. Select a folder in the Folders Pane to load all the messages from that folder into

= |1 Subject . Type Y Sent Y52 %
and filter
! RE: Report ( 4300re_4.xml ) --> Report Rejected » O P =

Report Rejected  4/20/2023 10:28 PM

subject

Wce 1707-€
ref num

IRE: RE: Report [4300re_4.m@> Reppiyi@ssage type date sen
Repert Rejected || 4/20/2023 10:30 P
RE: RE: Report ( 4300re_4.xml } --> Report Rejecte

Report Rejected  4/25/2023 4:58 PM

the Messages Grid.

2. Select a row in the Messages Grid to load that message into the Message Pane.
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3. If the message is part of a thread of messages between the FIA and the RE, all the
messages from that thread will be shown in the messages pane, with all but the
selected message collapsed.

4. You can expand and collapse the individual messages using the up / down
indicator in the top right corner of each message.

S. Messages with attachments are identified with a paperclip icon in the messages

grid; the links to download the attachments appear in the Message Pane
underneath the header of the message.

9.3.3Sending and Replying

1. To send a new message, select the New button in the Actions Pane. This will open
the Send Message dialog.

Save as Draft =~ @ Cancel

Subject * Ref. Num.

Priority Type *
Normal hd hd

Message *

Select attachments for upload..

Select files Drop files here to select

2. The fields Type, Subject and Message must be filled out before a message can be
sent.

3. Attachments can be added; Click Select files... and then choose a file or drop
files in the designated zone.

4. Click Send to send the message. The message will appear in the Sent Folder

5. Click Cancel to discard the message. The message will not be saved.
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6. Click Save as Draft to save the message into the Drafts Folder

7. To reply to a message, select the message that you want to reply to in the
Messages Grid and select Reply from the Actions Pane. This will open the Send
Message dialog again; however, this message will be included in the selected
message thread, so that it will be visible in the list of messages when that thread
is viewed again in the Message Pane.

8. When replying to a message, the message type is fixed; it is not possible to change
the message type when replying.

9. Note: The buttons on the right hand-side of the Action Pane apply only for the
currently displayed message below.

9.3.4 Editing Folders

Folders can be edited in the folder tree directly. Once a folder is focused extra

buttons for adding, renaming, and deleting appear on the right-hand side of that
folder.

Search = 1 Search Search Search

& Inbox (1) -.':' ‘:: e & Inbox (185796) ~ & Inbox (1) ~ & Inbox (1)

O custom in custom in @ O customin | [ custom in Vi (’i\] ¥
ChA ~

O Drafts & Drafts & Drafts Delete
« 4 Sent NS 4 Sent + 4 Sent « <l Sent
CJ custam out [3 custom out 3 custom out

0 custom out

-« I Archive ~ B Archive (5) ~ W@ Archive ~ B Archive

3 custam archive 03 custom archive (2) O custom archive

3 custom archive

1. Select one of the root folders in the folders pane and click the © button to create
a new sub folder.

2. Enter a folder name and click the button to save the new folder.

3. Folders can also be used to automatically store certain types of messages. For
example, if there are many messages of type Report Fully Accepted being sent to
the message board and you want to automatically have these moved into a

separate folder, simply click the button and select a message type from the
drop-down list.
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4.

| Automatically transfer messages of this type into the folder upon receiving a message: Report Fully Accepted
A

Report Fully Accepted

M Clear
PM

UNKNOWN
Dissemination (Automated Process) BM
Manual

Report Partially Accepted BM

Report Rejected

It is possible to change the name, associated message type, or delete an existing
folder. Select the folder you wish to edit and click the (/] button then change the

name or message type and then click B Alternatively, click the o button to
remove the folder completely.

Deleting a folder does not delete the messages that are inside. These are moved to
the parent folder in the Folder Menu (i.e. Inbox, Sent or Archive)

Note that it is not possible to change the direction of an existing folder i.e. from
“Inbox” to “Sent”.

9.3.5Move, Delete, Mark Messages

. Moving, Deleting and Marking messages can be done on a single message or a

selection of messages all at once.

To select multiple messages, check the boxes in the rows of the Messages Grid.
The checkbox in the header row will select all the messages on that page.

Once the message(s) are selected, click the () button on any of the selected
messages and chose a target folder. All selected messages will be moved.
Alternatively, you can drag and drop the selected messages onto a target folder.

To delete a selection of messages, click the o button on any of the selected
messages.

To mark messages as read or unread, use the buttons and © on any of the
selected messages.

Messages can also be flagged in the same fashion by clicking the @ icon on any of
the selected messages.

9.3.6 Search Messages
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Search

Text search for the message board is available via the | bar in the

Folders Pane.

1. The value in Search Text will be searched in the currently selected folder.
However, top level folders (Inbox, Sent, Archive) will include results from sub level
folders as well. The grey tags (see image below) indicate the location of the

message.
~ 1 ke e T i T o
Q Inbox (185796) 1 Report (0032.xml) --> Raport Rejactad L = e}
=0 reportrejectes 107107209
3 custom in (2) 5
1 Report (0032.xml) --> Report Rejected
(# Drafts (D rerortReected 10/10/202)
< Sent 1 Report ( 0032.xml) --> Report Rejected
D repotreiectes 10/10/202)
3 custom out
! Report (0032xml) --> Report Rejected
> & Archive (5) pun Rejected  10/10/202)
1 Report ( 0032.xml) --> Report Rejected
eport Rejected 10/10/20)
1 Report (0032.xml) --> Report Rejected

2. The filter options on the grid can be applied as to further narrow down the
results.

9.3.7Message Download

Messages can be downloaded by clicking on the download symbol in the MB folder menu
- either per custom (sub) folder or per root folder (In / Out / Archive) which includes all
sub folders.

[(# Drafts

« <] Sent

(3 custom out

~ Bl Archive + o

C3J custom archive Do

The messages will be downloaded including attachments unless the attachments have
been removed by the cleanup service.

10 Statistics

The statistics page provides fixed reports and charts pertaining to reports and change
requests that have been submitted to the system. The reports that are available are
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determined by the permissions of the logged in user. However, regardless of the
permissions, some reports are only available for FIA and Supervisory Bodies and some
reports are only available for Reporting Entities and Stakeholders. The reports that are
available are described in the table below.

Report Repo;ttiankgeﬁgltjii;s and FIA an(]i3 f:il:}:rvisory

Reports and Transactions by Entity and Type v

Reports and Transactions by Agency and Type v
Reports by Entity and Date

Reports by Agency and Date v
Reports by Entity and Type v

Reports by Status and Date v

Transactions by Entity v

Transactions by Type v v
New Entities by Type and Date v v
New Users by Entity and Date v v
Delegation Structure v v

Each report is displayed for a specific date range that is shown in the toolbar. The initial
range is set to the Last 12 Months. There is a quick date range selector that allows the
user to set the date range to several common preset values, e.g. Last 30 days, Current
month etc. Selecting either the start or end date opens a date range editor to allow the
user to select a specific date range. When the date range editor is open, the Apply
button needs to be clicked to update the current report with the new range, else Cancel
to close the editor and revert back to the previous date range.

Br2s/2022 - 4/25/2023 M Export < Refres
Last 12 months ¥

April 2022 - May 2022 < Today >
LaSt 12 mOnthS SU MO TU WE TH FR SA SU MO TU WE TH FR SA

Last 30 days 27 28 29 30 31 1 2 1 2 3 4 5 6 7

This month 3 4 5 6 7 8 9 8 9 10 11 12 13 14
10 11 12 13 14 15 16 15 16 17 18 19 20 21

Year

i o 17 18 19 20 21 22 23 22 23 24 25 26 27 28
2o P %6 27 28 29 30 29 30 31 1 2 3 4

Q2 12 3 4 5 6 7 5 6 7 8 9 10 11

Q3 - Cancel Apply

10.1Grid Reports

There are two main statistics grids. Reports and Transactions by Entity and Type and
Reports and Transactions by Agency and Type. These grids can only be exported as
an Excel file.
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Statistics &= Reports and Transactions by Entity and Type Last 12months v 4/25/2022 - 412572023 M ixport & Refresh
Ong Name sgency type Org 10 All Reports 4 Trarsactions
T b =5 [T 3
+ ad_CreditUnion Credit Unions 2342 325 446
=+  Financial Intelligence Unit Postal Office 1 69 406
+  RubyRE BANK 32 198 5333
+ abco Casino 3 w3 00
+  Test Stakeholder Palice Region 62 25 19
+ Individuals Reporting Entity Indivicual Reporting Entity 2 " 30
+ Edward's Casino Casino 14 13 013
+ MA2s Court District 3395 13 34
+  Kenya Com Bank BANK 254 9 m
+ RMCASINOFEB2021 Casino 236 T 7
+ Morrenth Casing 160 7 2
+  Westpac BANK 3 7 7
+  Police Region2020 Palice Region 3384 7 8
+ SH21022022 1 Palice Region 2362 T 2 .
LI Bl 2 3 4 5. & 9 B 9 WL LI 1 - 20 of 482 items

Each Entity row can be expanded to show the breakdown of the number of Reports and
Transactions by Report Type for that Entity (or Agency Type for the Reports and
Transactions by Agency and Type grid)

[+ Edward'sCasing Tasing AL T3 i
+ MA2S {Court District 3385 13 ")
—  Kenya Com Bank BANK 254 ¢ m
Reparts Transactions
aF - AIF
s o
] 1 2 3 4 5 5 7 8 £ 0 2 40 &0 f:i] 100 120

+ RMCASINOFEB2021 Casing 246 7 7
i s Lari 160 5 |

The Transactions breakdown also highlights the number of transactions that have been
Accepted, Rejected or Not Processed. Hovering the mouse over the bars in the graph
provides these numbers in the tooltip.

Transactions

AlF STR

== Acc.. 5
== Re}.: 0

0 20 A0 == Not Processed: 106 gq 100 120




—® goAML Web Application User Manual

10.2 Chart and Pivot Reports

The Chart and Pivot reports can be visualized either by as Bar chart or a Pivot grid. A
radio button switch is displayed next to the Report Selector for these reports to change
which view is shown.

|[a] Reports by Status and Date v I= Pivot

In the chart view, the categories are displayed on the x-axis with a bar for each series in
each category. The y-axis corresponds to the total amount for the series.

Statistics |al Reports by Status and Date v iZ Pivot Last 12 months  ®  4/25/2022 47252023 t Expart  4F Refresh

Reports by Status and Date  (4/25/2022 - 4/25/2023)

= archived - accepted
archived - invalid structure
30 = archived - waiting to be reverted
— Transferred From Web
== archived - reverted ariginal copy
= Processed

ol 42 Sep 42 Der 32 Naw 22 randi Mar 23 Pug 22 Aprdd

Charts can be exported as png, pdf, svg and excel

In the Pivot Grid view the data is shown with the categories as columns and the series’
as rows. The total amounts for a particular series in a particular category are shown in
the grid cells and the total amounts for the whole series and the whole category are
shown at the end of the row and the bottom of the column respectively.

For example, in the image below for the given date range there are:

e 50 reports in status archived - accepted that were submitted in 2022/10 (Oct
2022)

e 59 reports in total that were submitted in 2022/10 (Oct 2022)

e 98 reports in total that are in status archived - accepted over the whole date
range.

e 129 reports in total over the whole date range.
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Statistics |l Reports by Status and Date * Lol Chart m Last 12 months ¥ 4/25/2022 < 425/2023 th Export & Refresh
Reports by Status and Date  (/25/2022 - 4/25/2023)
~ MONTH MONTH
2022/07 Hezjoa 2022/08 2022/10 2022/11 202301 22303 2023/04
~ STATUS TYPE Processed 1 1 :
Transferred From: 1 : ! 1 | 4
archived - accepted | 1 18 50 3 7 19 a8
archived - invalid ... 2 3 2 & 13
archived - reverte... 1 1
archived - waiting ... 2 5 5 12
STATUS TYPE 3 & 18 59 3 19 19 2 129 .

Pivot Grids can be exported as excel only.
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Appendix I. Permissions Definitions

The following table provides descriptions of what each of the permissions allows the user
to do. The User Change Request and Organization Change Request permissions are
part of the change management workflow and descriptions of these are provided in the
Change Requests section.

Permission Description
Reports
enter web reports Allow the user to fill out a web report form

Shows the Web reports menu item. Allows saving
of web reports at API. Shows the Save button in
the Web Reports Form.

submit web reports Allow a user to submit a web report form.

Shows the Web reports menu item. Allows
submitting of web reports at the API, Shows the
submit button in Web Reports Form.

Users with just this permission can still open draft
reports and change them before submitting them.
But the changes cannot be saved as Draft report.

upload XML reports Allow a user to upload XML reports and ZIPs

Shows the XML Upload menu item. Allows the
upload of XML /ZIP reports.

view all RE reports Allow a user to view the reports for their RE and
for the delegating RE’s. Without this permission
the user can only view reports that they have

created or if they are the last ones to update the

report.

FIA Manage All Reports Allow a user to view all reports in the DB

My GoAML

Allow log in as delegate Allow the user to log in as a delegating RE.
This permission also means that the reports for
the delegating RE’s will be shown in the Reports
Grid

View My Org Details View the details of the users RE under Admin >
My Org Details

View My User Details View the details of the user under Admin > My
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User Details

The permission Person Change Request submit
change is also required for this menu item.

view message board

Allow the user to view and use the message board

Statistics

Reporting Statistics

View the reporting statistics page under Admin >
Statistics

Reports

View the Reports grid

Reports by Agency and Date

View the charts of Reports pivoted by Agency and
Date

Reports by Entity and Type

View the charts of Reports pivoted by Entity and
Type

Reports by Entity and Date

View the charts of Reports pivoted by Entity and
Date

Reports by Status and Date

View the charts of Reports pivoted by Status and
Date

Transactions

View the Transactions grid

Transactions by Entity

View the Transactions by Entity

Transactions by Type

View the Transactions by Report Type

Entity Requests

View the Entity Requests grid

Delegation Structure

View a grid showing a list of Delegate Entities with
their respective Delegating Entities in the details.

Entity Registration Statistics

View the Entity Registrations grid

New Entities by Type and
Date

View the charts of New Entities pivoted by Agency
Type and Date

User Requests

View the User Requests grid

New Users by Entity and
Date

View the charts of New Users pivoted by Entity
and Date

User Registration Statistics

View the User Registration grid

Admin

Role Management

View and perform actions on the Admin > Role
Management page

User Management

View and perform actions on the Admin > User
Management page

Security Cleanup

Deprecated. Admin > Site Customization is used
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instead.

Site Customization

View and perform actions on the Admin >
Settings page

Manage Organization
Change Requests

View and perform actions on the Admin > Org
Request Management page

Manage User Change
Requests

View and perform actions on the Admin > User
Request Management page

edit Supervisory Bodies
Associations

View and perform actions on the Supervisory
Body mapping grid that is accessible from Admin
> Active Organizations.

Create delegation

Allow the creation of the new delegating
organization with the Create New Delegating
Organization button from Admin > Active
Organizations

Can Create change Requests
for my Users

From the Admin > User Request Management
page, allow creation of a Delegating Entity.

Release Notes

Deprecated.

Entity Change Requests

Refer to the section Organization Change
Request Permissions

Person Change Requests

Refer to the section User Change Request
Permissions







